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CANCER REGISTRY Of GREATER CALIFORNIA

Confidentiality Agreement for Disclosure of CRGC Data
Appendix 3

The California Cancer Registry isarepository of cancer incidence data collected by the California
Department of Public Health (CDPH) and regional cancer registriesthroughout the state of California
from cancer reporting facilities and health-care providersunder the authority of California Health
and Safety Code section 103885. CCR data filescontain medical and other personal infor mation about
identified individuals. By law, CCR data are confidential, and cannot be disclosed except in

accor dance with strict safeguards.

DO NOT EMAIL ANY PATIENT IDENTIFIERS.

The (“Recipient Institution”)
(Name of institutional recipient)

has applied to (“CCR Data Custodian”)
(Name of CCR Data Custodian)

for a copy of a certain specified CCR data to Iseldsed to

(h&egiffarincipal Investigator”)

(Name of Primary individual recipient)

for the following proposed use: (Brief descriptior reference to application)
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In consideration for the CCR Data Custodian's dmale of CCR data to Principal Investigator, Re&ripi
Institution and Principal Investigator represergyrant, and agree as follows:

1. For the purposes of this Confidentiality Agreement:

"Recipient Institution"” is defined as the unit @vgrnment, institution, agency, the corporation, or
other entity that has requested CCR data, any atiéeof government, institution, agency,
corporation or other entity that owns or contrdie tecipient institution or of which the recipient
institution is a constituent part, and the direst@fficers, employees, consultants, volunteers,
students, contractors, agents and associates tédipgent institution.

"Principal Investigator” is defined as the indivadithat the recipient institution designated in its
request to receive CCR data from the CCR, and wharincipally responsible for undertaking the
proposed use.

"CCR data" is defined as all information relatingcases of cancer collected at any time by the
California Department of Public Health, a regiocahcer registry designated by the Department or
any other individual or institution under the auttyof California Health and Safety Code Section
103885 and predecessor statutes, whether or notisiacmation identifies an individual or could be
used to identify an individual. CCR data also meslhdocuments, files or other records, regardidss
format or medium, containing CCR data (whether @lon in combination with other data).

"Access to data” is defined as the granting ofrilet to examine data. "Disclosure of data" is
defined as the granting of the right to examinedaid the right to create or retain a copy.

"Research" is defined as the same definition aSHER Section 46.102(d).

"Aggregate data" is defined as statistical infoioratlerived from CCR data that does not include
any individual item of data that represents a pgradether identified, identifiable or anonymous,
and from which no information about an identifiablfeanonymous person can be obtained in any
manner.

"Reports and statistical information” is defined-@gorts, articles, special analyses, studiesp#mer
publications and communications that contain aggeeGCR data.

"Sources of information” is defined as hospitald ather facilities or agencies providing diagnostic
or treatment services to patients with cancer, phgsicians, surgeons, dentists, podiatrists, and al
other health care practitioners diagnosing or @log treatment for cancer patients, that have
provided information contained in CCR data files.

2. California Health and Safety Code Section 103888ains various provisions relating to use, access,
disclosure, and publication of CCR data. Theseipiamvys may be different from the laws, regulations
policies applicable to other data used by Recipiestitution and Principal Investigator. Recipient
Institution certifies that:

(a) they have reviewed section 103885, the Califorrep@tment of Public Health, Cancer Surveillance
and Research Branch, "Policies and Proceduresdoess to and Disclosure of Confidential Data from
the California Cancer Registry" (www.ccrcal.orggfginafter "CCR Data Access and Disclosure
Policies"), and the terms and conditions of thisfid@ntiality agreement; (b) they have had a full
opportunity to discuss any questions or conceres thiay have regarding the interpretation of section
103885 and their duties and obligations under thieite and the terms and conditions of this
confidentiality agreement with the CCR; (c) any sgaestions or concerns have been resolved to their
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satisfaction; and (d) on the basis of the foregoewgew and discussions, they are prepared towecei
and use CCR data in conformity with section 10388& the terms and conditions of this confidentialit
agreement.

3. Recipient Institution agrees to comply with theuiegments of California Health and Safety Code
section 103885, any and all other federal and &ate or regulations relating to confidentiality,
security, use, access, and disclosure of CCR daththe CCR Data Access and Disclosure Policies.

4. Recipient Institution certifies that the CCR ddtayt have requested is necessary for the above-
referenced proposed use. If Recipient Institutexeives CCR data that are not necessary for the
above-referenced proposed use, they will immediatelify CCR and destroy the unneeded CCR
data.

5. Recipient Institution agrees to use the requesteR @ata in strict conformity with the proposed sse
forth above. Recipient Institution agrees not te e CCR data for any other purpose, or for any
purpose other than determining the sources of camzkevaluating measures designed to eliminate,
alleviate, or ameliorate their effect, and theyeagnot to permit the CCR data to be used for amgrot
purpose. Recipient Institution agrees to notify@@R Data Custodian and the Chief, Cancer
Surveillance and Research Branch, California Depamt of Public Health if he or she becomes aware
of errors or omissions in the CCR data, or of péttal statistics or address information thatisre
current than the CCR data provided to them undsratreement.

6. The Principal Investigator and members of his/esearch team with a need to know may have access to
the CCR data. The Recipient Institution may graxeas to the CCR data to other persons to carrg out
specific assignment on behalf of the Recipientitusdn, which is directly related to the use foniah
disclosure was granted. Persons seeking accesgmouite information sufficient to justify the
request. The individual must sign an agreementamtain the confidentiality of the data. Recipient
Institution may use the CCR's Agreement for Ac¢esSCR Data form (available at www.ccrcal.org) or
a comparable agreement for this purpose. Recimstitution must maintain a list with the following
information: name of the person authorizing acceas)e, title, address, and organizational affdiaibf
the persons granted access, dates of access (whichover a prospective period not to exceed one
year), and the specific purpose for which the C@R avill be used. A copy of the list must be prexd
annually to the CCR Data Custodian. Except as gealin this paragraph, Recipient Institution agrees
not to grant access to the CCR data to any penswrshall it permit persons to whom it has granted
access to authorize others to have access to tReda@.

7. Except as expressly authorized by paragraph 9of3bnfidentiality Agreement, Recipient Institution
agrees not to disclose any part of the CCR datathven or not it explicitly or implicitly identifies
individuals, to any person or institution, not tipg or reproduce the CCR data in whole or in part
(except as an institutional program of backup feaster recovery or as a necessary condition of the
research project), in any format or medium, andta@ermit others to disclose or reproduce the CCR
data. If Recipient Institution has a legitimatetification for sharing CCR data with another ingiibn,
e.g. as part of a collaborative research projaetRecipient Institution must obtain approval fustre-
disclosure of the CCR data from the Chief, Cancevé&llance and Research Branch, California
Department of Public Health.

8. Recipient Institution agrees to destroy all fildscuments or other records containing CCR data in
their custody at the earliest opportunity consistath the conduct of the proposed use unless tisere
a health or research justification for retentiomaiention required by law. Notwithstanding the
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foregoing, Recipient Institution and Principal Istigator agree to destroy all files, documentstbeo
records containing CCR data in their custody nerldtan three years after the date of receipt anles
the CCR Data Custodian, in its sole discretiorerds the deadline for destruction by written notitcce
Recipient Institution and Principal Investigatoediruction means physical destruction of files,
documents or other records, and de-identificatiall 10t be considered destruction. Immediately
following the destruction of CCR data, Recipiergtitution agree to provide the CCR Data Custodian
with a written declaration, executed by an autleatizepresentative of Recipient Institution, stathmag
the CCR data have been destroyed.

9. Recipient Institution and Principal Investigatoryniaclude aggregate data, conclusions drawn from
studying CCR data, and case counts derived from @@ such as incidence and mortality counts
(provided that such case counts do not in any westify individual cases or sources of information)
professional journals, public reports, presentatipness releases and other publications. A cogly sh
be provided to the CCR Data Custodian and all pabbns shall contain the acknowledgement and
disclaimer set forth in section VI.4. of the CCRt®access and Disclosure Policies, and a copy bleall
provided to the CCR Data Custodian and the Chiahc€r Surveillance and Research Branch, California
Department of Public Health.

10. Pursuant of the California Health and Safety Camtgtien 103885, Recipient Institution and Principal
Investigator shall not grant access to, disclodmia produce or otherwise make available any pfart
the CCR data in any civil, criminal, administratiee other tribunal or court proceeding, whether
voluntarily or under compulsion. Recipient Institut and Principal Investigator shall immediatelyifyo
the CCR Data Custodian and the Chief, Cancer Slanee and Research Branch, California
Department of Public Health by telephone and fathefreceipt of any subpoena, discovery request,
court order, search warrant or other form of corepryl legal process or threat of compulsory legal
process in which CCR data and/or documents, datadr other materials containing CCR data are
sought to be produced or examined. Recipient uigiit shall immediately take all necessary legal
action to oppose and resist any such compulsos/ f@gcess, e.g. file a motion to quash or written
objections to a subpoena, or file written objectitma discovery request and opposition to a mdton
compel.

11. If the proposed use is for research, Recipienitligin certifies that it has obtained approval thoe
proposed use from the Recipient Institution's cott@aifor the protection of human subjects estabtish
in accordance with part 46 (commencing with secti6ri01) of title 45 of the Code of Federal
Regulations, and that they will carry out the pregbuse in accordance with such approval, excapt th
the terms and conditions of this confidentialityeement shall take precedence. Principal Investigat
agrees to provide documentation of initial IRB ap@l and any renewals. If the proposed research
involves patient contact based on information nesifrom CCR, the Recipient Institution agrees to
follow the special requirements required by CCRpfatient contact studies including approval for the
proposed use from the California Committee for &tdn of Human Subjects (Section V. 6. c. Policies
and Procedures).

12. Recipient Institution represents that it has peBcand procedures in effect consistent with the
California Information Practices Act (Californiav}iCode Section 1798.24 and California Welfare
and Institutions Code Section 10850) to maintagngbcurity of the CCR data in its custody, inclgdin
preventing unauthorized access, and further reptedeat it will maintain and enforce such policies
and procedures at all times during which Recipiestitution has custody of CCR data.

13. Recipient Institution certifies that it has poligiand procedures in effect to implement and enfibsce
duties and obligations under this confidentialityreement, and further certifies that it will mainta
and enforce such policies and procedures at adistiduring which it has custody of CCR data.
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14.

15.

16.

17.

18.

19.

20.

If Recipient Institution becomes aware of or readdy suspect that any provision of this agreement
has been violated, or that any circumstances wkigth would prevent it from complying with its
obligations under this agreement, it agrees to idiately notify the CCR and take immediate steps to
rectify the problem and prevent any recurrence.

This agreement creates a non-transferable limitedde for Recipient Institution to use selectedRCC
data provided to them. Neither Recipient Institatimr Principal Investigator shall acquire any
ownership, title or other interest in any CCR dataany copy of CCR data provided to them.

Recipient Institution agrees to indemnify, defend &old harmless the State of California and the
CCR Data Custodian and their respective agendisers, directors, employees and agents from
and against any and all claims, losses, damagsts, @xpenses or other liability, including attgrne
fees, arising out of Recipient Institution’s re¢eap CCR data.

The CCR Data Custodian reserves the right to textmiRecipient Institution’s custody of CCR data
by written notice at any time without cause. Upeceipt of such notice, Recipient Institution shall
immediately and permanently destroy all copies GRQJata in its custody.

Recipient Institution acknowledges that if it fadscomply with any of their obligations under this
confidentiality agreement, the CCR Data Custodiahthe State of California may suffer immediate,
irreparable harm for which monetary damages mayeaa@tdequate. Recipient Institution agrees that, in
addition to any other remedies provided at lannagquity, the CCR Data Custodian and/or the State o
California shall be entitled to seek injunctiveeeto enforce the provisions of this agreement.

This is the entire agreement between the partissipersedes all prior oral or written agreements o
understandings and it may be amended only in wgriflinis agreement, and the rights created hereunder
are individual and not assignable or otherwisestienable by Recipient Institution or Principal
Investigator. This agreement is entered into ferlibnefit of the State of California, which shall/a

the right to enforce this agreement. This agreeraedtany dispute arising under this agreement bkall
governed by the laws of the State of CaliforniasTagreement and the certifications contained herei
shall survive the expiration or termination of Reent Institution and/or Principal Investigatoiight to
custody of CCR data. Any dispute that arises undeelates to this agreement shall be resolveldan t
State of California, Superior Court for the coumtyvhich the CCR Data custodian is located orhat t
option of the State of California, Sacramento Cg®uperior Court. In any litigation or other
proceeding by which one party seeks to enforcegkds under this agreement or seeks a declarafion
any rights or obligations under this agreementptieeailing party shall be awarded reasonableraor
fees, together with any costs and expenses, ttveede dispute and to enforce the final judgment.

Notwithstanding any other provision of this agreamée CCR Data Custodian shall have no
obligation to provide CCR data to Recipient Ingiita unless and until this agreement is approved by
the Chief, Cancer Surveillance and Research Brabalifornia Department of Public Health.
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For Recipient Institution:

| haveread theforegoing agreement. | have the authority to execute this confidentiality agreement on
behalf of the Recipient Institution. By signing below | makethe agreements, and certifications
contained therein on behalf of the Recipient Institution. | understand that these are material
representations of fact upon which reliancewas placed when thistransaction was entered into.

Signature Dated

Printed Name and Title

Principal Investigator:

| have read and understood the for egoing agr eement.

Signature Dated

Printed Name and Title

APPROVAL BY CALIFORNIA DEPARTMENT OF PUBLIC HEALTH, CANCER
SURVEILLANCE AND RESEARCH BRANCH:

Signature Dated

Printed Name and Title

RESET FORM PRINT
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